Ha cante MuUHCBA3M cO3AaH cneuuvanbHbIX pasaen
"KubepbesonacHocTtb"

MpepnaraerTca 03HAKOMUTLCA C MaTepUasioM, NOArOTOBJIEHHbIM cneuuanuctamu PYN
"Bentenekom": CoBpeMeHHble acnekTbl KnbepbesonacHocTu

B CoBpeEMEHHOM MKNpeE HabnaaeTcs akTUBHOE pa3BnTnE, BHEOQPEHNE N COBEPLUEHCTBOBAHNE
3NIEKTPOHHBIX VIHCpOpMaLI,I/IOHHbIX CnCTeMm, aBToMaTn3aLna MHOXXeCTBa NpPoL.eCcCoB.

B ycnoBusx passmtuns UngpoBon 3KOHOMUKN MHHOPMaLIMOHHBIN pecypc CTan 0AHUM 13 Hanbonee
MOLLHbIX pbl4aroB 3KOHOMMYECKOro pa3BnTusa. CBOeBpeMEHHOE BJIafleHME aKTyalbHOM MH(OpMaLmen
- 3aJ10r ycnexa B nt0boM BuAe X039NCTBEHHON AeATENbHOCTH.

Mpu 3TOM, HapsAY CO CTPEMUTESNbHBIM Pa3BUTMEM KOMMbIOTEPHBLIX TEXHOOMMIA, 0bocTpmnach
npobnema 3alWmnTbl UHPOPMALUN, HECAHKLNOHNPOBAHHbIA JOCTYMN K KOTOPO MOXXET NPUBECTY K
NPUYMHEHUIO MAaTEPMabHOMO Bpeaa M UHLIM HEFaTUBHbLIM NMOCIEACTBUSAM,

Pa3BuTNE COBPEMEHHbIX MH(POPMALIMOHHBIX N KOMIMbIOTEPHbIX TEXHONOMMIA BCErAa OTPa)xaeTcs
NPaKTUYECKM Ha BCEX Cepax XN3HeaeaTeNbHOCTH 06LLecTBa, a MX NOBCEMECTHOE MCMOoJb30BaHme
NPUBOANT HE TOJIbKO K MOBbILEHWNIO YPOBHS KMN3HM 06LLEeCTBa, HO U K POCTY YMC/Ia COBEpPLLAEMbIX
NpecTynneHnin B chepe KOMMNbITEPHOWN MHMOpMaLIN.

MpobneMbl, CBSA3aHHbIE C MPOTUBOAENCTBNEM KNBEPNPECTYNHOCTU, SBASIOTCA Ype3Bbl4alHO
BaXXKHbIMK. Bce Yawe nog yaapaMu kmbepaTak 0Ka3biBalOTCA pa3/iMyHbIE OpraHM3aLnm, Kak
roOCyfapCTBEHHOW, TaK Y YacTHOM hopMbl COBCTBEHHOCTU, a TakXe rpa)kaaHe pecnybanku.

O[ZHOW 13 aKTyasbHbIX NPO6JEM Ha CEMOAHSLIHNA AeHb OCTAETCS XMLLEHNE JEeHEXHbIX CPeACTB
Cy6bEKTOB X035MCTBOBAHNSA NyTEM HECAHKLMOHMPOBAHHOIO AOCTYMa K CUCTEMAM ANCTAHLMOHHOMO
6aHKOBCKOro 06CNy)KMBaAHUS, S/IEKTPOHHBLIM MOYTOBbIM ALLUKAM, @ TaKXXe NMYTEM 3apa)keHUs
KOMMbIOTEPOB BPELOHOCHBLIM (LUMMOHCKMM) NPOrpaMMHbIM obecrneyeHunem.

HeCcaHKLMOHMPOBAHHBIN [OCTYN K KOMMbIOTEPHON MH(OPMALUK, NMO3BOJISIOLLMIA COBEPLLATD XULLEHUS
LNEHEXHbIX CPEACTB, B TOM YUC/Ie BUPTYasbHbIX, MOXET OCYLLECTBASETCA Pa3anyHbiMK crnocobamu.
CaMUMM PacnpoCTPAHEHHBIMU 13 KOTOPbIX BBICTYNAOT: «ULLUHI» U «(aPMUHT».

DULIKHT NpeacTaBaseT coboi cnocod HeCaHKLMOHNPOBAHHOIO JOCTYMNa K KOH(MUAEHUNASbHbIM
JlaHHbIM M0JIb30BaTENS NOCPEACTBOM INEKTPOHHbIX NucemM uan CMC-cCbinoK, CoOAepKaLlmx aapec Ha
NOACTaBHOW CanT-6aM3HEL, K 3arpy3KN BPELOHOCHOr0 NPOrpaMMHoOro obecneyeHus.

®DapMMUHT OVH U3 CaMbIX NPOrPECCUPYIOLLMX U OMACHbIX BUAOB aTak, ba3npyeTcs Ha npoueaype
BHeAPEeHNs BPeAOHOCHOI0 KOJa Ha NepCoHaslbHbIi KOMMbIOTEP MoJIb30BaTENA UM CepBep, KOTOPbIN
aBTOMATWYECKV NPOV3BOAMT 3aMeHYy OPUrMHANILHOrO ip-aJlpeca Ha NoAAeNbHbIN,

B ocHoBe YKa3aHHbIX METOLOB NNEXUT obmaH nonb3oBaTenNs B LENAX 3aBAaleHNs IOrMHaMK 1
napondaMmn onga goCTtyna K akkayHTaM pa3/iIndHbIX MHTepHeT-CepBI/ICOB, a TakK>XXe OTKPbITbIMA 1
NPUBaTHbIMN KNKO4YaMWn, KOOOBbIMU CJIOBaMW OJ14 BXOAa B 3JIEKTPOHHbIE MOYTOBbLIE ALLNKK U
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KPUNTOKOLUENIbKNA.

MexaHu3m paboTbl «(ULWMHIa» BKOYAET 2 OCHOBHbIX cnocoba AoCcTyna K KOHpMAEHUNANbHbIM
AaHHbIM: COBCTBEHHOPYYHbIN BBOA AaHHbIX HAa NOALENbHbIX CalTaX WK 3arpyska BpeaoHOCHON
nporpammbl. YKasaHHble Cnocobbl peannsyoTcs NnocpeaCcTBOM CraM-pacCbiIKK MUCEM
NPenMMyLLECTBEHHO Yepe3 INEKTPOHHYI0 NMOYTY. B HMX cogep)kaTcs yKa3aHus, HeobxoanmMble ans
BbINMOJIHEHMA MO YrPO30M HEraTUBHbLIX NOCNEACTBMIA (WTPadHble CaHKUUN U T.4.).

Takne NucbMa CoiepXXaT CCbISIKY, BEAYLLYIO Ha CalT, rae Heo6xoAnMo BBECTM INYHbIE AaHHbIe, b0
BKJOYAET B cebsi aBTOMATUNYECKYIO 3arpy3Ky BPeOHOCHOro NporpaMMHoro obecneyeHns, KOTOpPoeE,
MOMKMO NPOYEero, MoXeT BbiTb BHEAPEHO BO BJIOXKEHWE K 3/I€KTPOHHOMY NCbMY. MNonagas Ha
YCTPOWCTBO, BUPYCHas NPOrpaMMa OCyLLEeCTBASET 3a/10)KEHHbIE B Hell PYHKLUN (CHMTLIBAET
BBOZVMbIE MO0 y)Ke COXPaHEHHbIE JaHHbIE HA KOMMbOTEpe).

B cBoto 0vepenb, «thapMUHI» NpeacTaBnseT cobo 4OCTAaTOYHO C/IOXKHbIA MeXaHU3M, CyTb KOTOPOro
3aK/l04aeTCA B MOAMEHE ip-aApeca UHTEPHET-CTPaHULLbI AN Ha CO3LaHHYI0 3/10yMbILLIEHHNKaMK
€ro Konuto Ha B3JI0MaHHOM CepBepe.

BnagenbuaMu faHHbIX CaNTOB SBASAIOTCS KPYMHbIE OpraHn3aumm n npeanpuaTtusi, obecnevmsatomne
6e30MacHOCTb CBOUX CTPaHUL,. Mopoi 310yMbIlLNEHHWKAM yaaeTcst 000MTY 3aWnTy U NOJYYUTb
JOCTYN K KOHPUAEHLMANbHON UHGMOPMALIMKN KaK CaMOl OpraHu3aLnmy, Tak U ee KJIMEHTOB.

Ons Pecnyb6nnkun Benapycb Hanbonee xapakTepeH Takoi MeTOL XULLEHNS OEHEXHbIX CPelCTB
Cy6bEKTOB X03NCTBOBAHNSA KaK «GULLINHI .

O6HapyX1Tb NOMbITKY (UWNHIOBON aTakKn He CI0XKHO, ecin 0bnagaTb 6a30BON KOMMbIOTEPHOW
rPaMOTHOCTbLIO M YAENATb LOJHKHOE BHUMAHWE aHan3y 1 NPoBepKe 3/1eKTPOHHbIX N1CceM,
nocellaemblx CanTos n Beb-cTpaHuy,. Heobxogumo obpawaTts BHMMaHWe Ha URL-agpec pecypca,
MOCKOJIbKY MpuW (pUlIMHre agpec oTanydaeTcs Ha 1-2 byksebl, undpbl nau 1-2 cumsona. Monyvas
3JIeKTPOHHbIE NUCbMa, CJleflyeT aHa/IM31MpPoBaTb He TOJIbKO COAEPXXUMOe, HO 1 oTrnpassemoe. [ns
NoNy4YeHNs 3HaHU No cnocobam aHann3a 3NEeKTPOHHbBIX NUCEM, NOoCeLLaeMblX CanToB 1 Beb-cTpaHuy,
PYI «bentenekom» oka3blBaeT ycnyry: «[oBbllLeHne 0CBEAOMIEHHOCTN B chepe MH(OPMaLMOHHON
He3onacHOCTW». YKa3aHHas ycayra npefocTaBaseT BO3MOXXHOCTb NOJb30BaTENAM CUCTEM
opraHusauwuu, 6e3 oTpbiBa OT NPOM3BOACTBEHHOMO NpoLecca, ChopMUPOBaTh U 3aKPEnUTb HaBbIKK
6e3onacHomn paboThl B LncpoBoi cpene. Mpowenwmne obyyeHne B NocneacTBMm 4enaTcs
NPUOBPETEHHBLIMIN 3HAHUSMU CO CBOUM OKPY>XXEHWEM, YTO CrocobCTBYET MOBbILEHMIO 06LLEro YPOBHS
LMPOBON rPaMOTHOCTIN OpraHn3aLnm.

O6bI4HO NMMCbMa codepKaT NPM3biBbl K aKTUBHbLIM AENCTBUSAM MOJb30BaTeNs (MpeacTaBnTh agpecaTy
KOH(hMAEHUNabHbIE AaHHbIe, MPOM3BECTM ONnaTy 3a ToBap, YC/Yyru, B TOM YMCIE Ha HOBbIN
pacyeTHbIN CYET).

Ha cerofHAWHMI AeHb yYlWMU MeTOAAaMN 3alUNThl ABNSETCA WNMPOBAHNE, aHTUBUPYC,
BpaHamaysep, undposbie NOANUCK, ABYX(DAKTOPHAA ayTEHTUPUKALNSA N MCMOb30BaHNE Pa3/IMYHOro
nporpaMMHoro obecneyeHns, KOTOpoe CNOCOOHO B aBTOMaTUYECKOM peXMMe CKaHMPOBaTb CUCTEMY
Ha HasM4Yne BUPYCOB U NOMbITOK BHELPEHUS HOBbIX BPEAOHOCHbIX NporpaMm. B aTon cesizm PYT
«bentenekom» BHeLpeHbl 1 OKa3blBAOTCA Cliefyowme ycnyru: 3awmTta oT DDoS aTak, unbtpauns
ceTeBOro Tpaduka, NpefocTaBieHne MNLEH3NR aHTUBMPYCHOMO NPOrpaMMHOro obecneyveHms
POONTENBCKUA KOHTPOb.

MoBbILLEHHasA yrpo3a 1 CTEMNeHb PAaCNpPOCTPaHEHUSt aTak NobyXXAAl0T K MPUHATUIO aKTUBHbIX
AEeiCTBMI No (hOPMUPOBAHMIO Mep NpedynpeanTebHOro xapaktepa. MNepsbiM Warom cosaaHus



KMbep3aLnTbl ABASETCA MOHMMaHNe TOro, HaCKOJIbKO OpraHM3auuns noaBep)KeHa pUCcKy aTak, 1
onpefeneHne ysa3BMMOCTEN, KOTOPbIE A0JKHbI ObITb YCTPaHEHDI.

Takxe Heobxo0aANMMO NOHMMaATb, YTO 310YyMbILLJIEHHNK HE CMOXET O0CTU4b CBOEWN Uenu n NoxXmTuTb
OeHeXHble CpencTBa, €C/IN aTaka 6yueT BOBpPEMA BbifiBJIeHa, a 3TO BO3MOXXHO Ha nobom ee sTane,
npn ceoeBpeMeHHOM MPUHATUN COOTBETCTBYOLLNX MepP 3allUThbI.

BmecTe ¢ TeM, cneayeT NOHUMATb, YTO abCoNOTHON 6€30NacHOCTY He CyLLEeCcTBYeT U Ans
3(h(heKTMBHOIrO NPOTMBOAENCTBMS aKTUBHO Pa3BMBAOLLENCS KMBEPNPECTYNHOCTY BaXKHO He
CKpbIBaTb NpoM30LIeALNe UHLMAEHTLI, @ y4acTBOBaThb B 06MeHe nHdopmaumnen ob atakax u
He3amMeaanTeNbHO coobLLaTb O HUX B MPABOOXPAHNTESIbHbLIE OPraHbI.

*NIHpopmaums nogrotosaeHa crneuynanvctamu PYIl "bentenekom"
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